[Mpunoxenue 4

K YCIIOBHSIM IHCTAHIIHOHHOTO OAHKOBCKOIO
obcnyxuBanus pusmdeckux muil B AO «Poccenbxo30aHK
C UCIIONIb30BaHUEM CHCTeMBI « THTepHET-0aHK» U
«MOoOUIIBLHBIN OaHK»

I[MamsiTKa M0 UCNOJIL30BAHUIO
cucrembl « UHTEpHET-0aHK» U «MOOMIAbHBIN 0aHK» AQ «Poccenbx030aHK»

CobnroneHue pekoMeHIalMi, coaepxammuxcss B Hacrosmiedl Ilamsitke, sBisronieics
HEOThEMJIEMON YacThi0 YCJIOBUM JUCTAHIIMOHHOTO OAHKOBCKOTO OOCTYXUBaHUS (PU3MUECKHUX JIUI] B
AO «Poccenpx030aHK» ¢ UCTIONb30BaHNEeM cucTeMbl «HTepHeT-0aHK» 1 «MoOWIbHBIN 6aHK» (Jasee
— YcnoBust [1bO), M03BOAUT 00ECIEYUTh MAKCUMAIBHYIO COXPAHHOCTh JCHEXKHBIX CPEICTB, a TAKKe
CHHM3HT BO3MOXXHBIE PUCKH IIPU COBEPIICHUU orepauuii B cucteme «VHTepHeT-0aHk» U «MOOUIBHBIN
0ank» AO «Poccenpxo3b6ank» (naee — Cucrema, baHk), B 4aCTHOCTH, NMPH OCYIIECTBICHUH TIATEXKEH
B I10JIb3y IIOCTABIIUKOB YCIyr (MOOWJIBHBIE OIIEPATOpPbI, UHTEPHET-TIPOBAiiepsl U T.1.), IEPEBOJAX
JICHEeKHBIX CPEJICTB Kak BHYTpU baHka, Tak 1 B Apyrue KpeAuTHbIE OpraHUu3aluu.

Bo3moxHbIe prcKH UCTI0NIb30BaHUs CUCTEMBI:

- B paMKax TpeaocTaBieHHus Merona SMS-ayreHTHQUKANIMKM — HECAHKIIMOHUPOBAHHOE
MOJIy4eHUEe CTOPOHHUMHU JHUIAMH UH(QOPMAIMK O JIOTUHE, MapoJie/BpEMEHHOM IapoJje, 0JHOPa30BOM
napojic (HECAaHKIIMOHMPOBAHHOE TMIOJYYCHUE CTOPOHHUMH JHIAMH HWHpopManuu o nuppoBOi
MOCJIEZIOBATEIbHOCTH  CHMMBOJIOB), B TOM 4YHCJI€ B pe3yjbTaTe 3apakKCHHs BPEIOHOCHBIM
KOJIOM/BPEJJIOHOCHBIM TPOTPAaMMHBIM 00ECIIEYCHHEM KOMIIBIOTEPHOT'O CPEJCTBA, UCIOIB3YEMOTO IS
noctyma kK cucrteme «VHTepHeT-0aHK», HW/WIK MOOWJIBHOTO YCTPOWCTBA, MCIONB3YEMOIO s
nonydenus SMS-cooOmieHuii ¢ 0IHOPa30BBIMU TAPOJISIMHE, C TIOCJIEAYIONIUM coBepiieHrneM B Cucreme
OIepaIui;

- B paMKax  IpeAOCTaBI€HHs  MeToJa  IPOrpaMMHOM ayTeHTUpUKauum  —
HECaHKLMOHUPOBAHHOE TMOJNYyYEeHUE CTOPOHHUMH IUIAMH HHQOpPMAIMK O JOTHHE, Maposie, Koie
aktuBanmu w/mwin [IMH-xome k reHepaTopy maposiell, B TOM 4YHCIIE B pe3yibTaTe 3apakeHUs
BPEJIOHOCHBIM  KOJIOM/BPEIOHOCHBIM ~IIPOrPaMMHBIM O0ECIIEYeHHEM KOMITBIOTEPHOTO Cpe/ICTBa
(MOOUITBHOTO YCTPOWCTBA), UCTIOIB3YEMOTO IS JOocTyma K cucreme «MHTepHeT-0ank» («MOoOUIBHBII
0aHK»), W/UIH MOOWIIBHOTO YCTPOWCTBA, MCIOIB3YEMOro AJsi BHIPAaOOTKH OJHOPA30BBIX mapoieil (B
TOM YHCJI€ C HCIOJIB30BaHUEM IM(PPOBOro 0Opasza OTMeyYaTKa Masiblla/CKaHMPOBAHHOTO JIMIA), C
MOCJIEAYIOIUM coBeplIieHneM B CHcTeMe oneparnuii;

- B paMKax IPOBEJIEHUS orepanuu 0e3 HCIOoJb30BaHUs MeToA0B ayreHTHudukanuu B J[BO -
HECAHKIIMOHMPOBAHHOE TOJYYEHHE CTOPOHHUMH JHUIAMU HHQOpPMALUMU O JIOTHHE, Mapoje, Kojae
aktuBauun wu/mmm [IMH-xome k reneparopy maposeil, B TOM 4uClI€ B pe3yjibTaTe 3apa’keHus
BPEJIOHOCHBIM ~ KOJIOM/BPEJOHOCHBIM HPOTPaMMHBIM OOECII€YeHHEM KOMIIBIOTEPHOTO CpEACTBa,
HCIIONB3YeMOT0 JUIsl JocTyna K cucreme «VHTepHeT-0aHK», W/ MOOMIBHOTO YCTPOWCTBa, C
MoCJeIyIOIUM CoBeplIeHneM/IoqMeHo0i B CucTeme onepanui.

[lenpro pekomMeH1annii, yKa3aHHbIX B Hactosen [lamsarke, siBisercs nosenenue 10 KnnueHtos
uHpopMaIuu:

- O BO3MOXHBIX pHUCKax IOJy4YEeHUS HECAHKIIMOHUPOBAHHOIO JOCTyNa K 3allldiiaeMoin
uHpopMalMKM, B TOM YHCJIE€ C LENbI0 OcyllecTBiIeHus oneparuu B CucreMe JMIAMH, He
o0J1a1alolMMU TIPABOM MX OCYIIECTBIICHUS;

- 0 Mepax MO TMPEAOTBPAILECHUI0O HECAHKIMOHMPOBAHHOIO JOCTYNa K 3alUIIaeMOM
uHpopmanud, B TOM uucie mpu yrpare (morepe, xuuieHuu) KimeHtom ycTpoiicTBa, ¢
HCIIOJIb30BAHUEM KOTOPOIO MM COBEpIIAINCH JEHCTBUS B LEISAX OCYIIECTBIEHHUS OIEpallud B
Cucreme, KOHTPONIO KOH(MUTypalluM YCTPOWCTBA, C WCIOIb30BaHUEM KoToporo KimeHtom
coBepuatoTcs onepanuu B Cucreme, 1 CBOEBPEMEHHOMY OOHAPYKEHHMIO BO3ICHCTBUSL BPEJOHOCHOTO
KoJia (IIporpaMMyl).

Hecobmtonenre pekoMeHAaluii MOBBIAET PUCK XHUILEHHs JEHEXKHBIX CPEICTB MpHU paboTe ¢
Cucremoii. [Tonb3oBarens 00s13aH o0ecnieunTh BhINOTHEHHE TpeOoBaHuil [lamsTku.
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1. O6uue pekoMeHaAUN

1.1. YkaswiBaTh jus perucrpamuu Homepa Ilonmpsosatens Cucremsl B banke Tonsko CBOU
TuuHBIE  HOMep Tenedonal. VYkazamme HOMepoB TeleOHOB TPETHUX JIHI  HEJOMYCTHMO.
Ha perucrpupyembie HOMepa Telne@OHOB MOCTynaeT nHpopManus 00 onepamusax 1Mo cyeram/KapraM
KJIMEHTOB, KOJBI/IApPOJNIM JJIsi COBEPILEHHUs oOmepauuil. Yka3zaHue TelneQoHOB TPETbUX JIUIL
MPEJOCTABIIET UM BO3MOXKHOCTH COBEpILIATh ONepanuu 0e3 KOHTPOJIA Biajelbla cuéTa/KapThl U
numaet [lonp30Barenst BO3SMOXKHOCTH KOHTPOJIUPOBATH COCTOSIHUE CUETA/KAPTHI.

[Mogxmrouenue k Cucreme baHk ocymiecTBisieT B cilyyae YCHEIIHOW BepH(HKAIMKA HOMEpa
MoOwmiIbpHOTO Tenedona Kimenra.

Ecnmun nonxmrouenne k Cucreme ocymiectsisiercs B oduce banka, TO s mpoBeaCHHS
Bepudukanun KinmeHty HeEoOX0AMMO COOOIIUTh KOJ TMOATBEPKICHHs, HampaBieHHbIH baHkoMm
nocpencTBoM SMS-coobmenust Ha Homep MoOmiIbHOTO Tenedona Knuenra, padornuky banka.

[Tpu nonkmouennn k Cucteme B yCTpoiicTBax camooOcnykuBanus, KiueHty HeoOXoaumo
CaMOCTOSITENIbHO, ©0€3 TOMOIIM IOCTOPOHHUX, OCYIIECTBUTH BBOJ KOAA IOJITBEPXKICHUS,
HampaBiieHHOro bankoMm mnocpenctBom SMS-coolmieHuss Ha HoMep MoOWJbHOro TenedoHa,
yka3zaHHbI KimeHTOM B yCTpoiicTBE caMoOOCHyXMBaHHMA Npu moakioueHun K Cucreme, B
CHeIHaIbHOE MOJIE HA DKPaHe YCTPOKUCTBA CaMOOOCITYKUBAHHS.

[Tpu noxxmrouennn k CucreMe Ha OCHOBAaHHMH PACIOPSKEHHUs, CPOPMHUPOBAHHOTO Ha CalTe
banka B cetm UutepHer mo anpecy https://online.rshb.ru, Kinuenty HE0oO0X0AMMO CaMOCTOSTEIBLHO
OCYIIECTBHUTH BBOJ KOJIa TIOATBEPKICHHSI, HallpaBJIeHHOTro bankoM mocpenctBoM SMS-coobmienns Ha
HOoMep MoOuibHOTO Tenedona Kimenra, 3apeructpupoBanbiii B banke mist monyuenus 3-D maponeit.

B cnywae ecnm kon moarBepkaeHus BBeneH KimeHToM He BepHO (B ycTpoicCTBax
camooOciykuBaHus/Ha caiite banka B cetn MHTepHer mo ampecy https://online.rshb.ru), Knuenty
HE00XO0IMMO OCYIIECTBUTH 3aHOBO MPOILEAYpY MOAKIIOUeH!s K Crcreme.

1.2. CBepatb mnpu TNPOBEACHUM OIEpalii PEKBU3UTHI IEPEBOJIa, B TOM YHUCIE CYMMY
MepeBoJa/Iuiarexa Ha dKpaHe MOHHTOpa ¢ uWHopMmaruei, nomydeHHoW B SMS-cooOmienun, B
KOTOPOM HArpaBlieH OJHOPa30BbIii mapoib win 3-D maposb s moarBepikaeHus orepanuu/Push-
YBEAOMJICHUH.

1.3. He mpoBoauts aelictBus B Cucreme M yCTpoHCTBax camooOciyxuBaHusi banka 1o
YKa3aHUIO WJIM 10 PEKOMEHIAIMSAM TPEThUX JIMI, B TOM YHCIIe HE MEepeaaBaTh/co00maTh Pe3ynbTaThl
nevictuil B CucremMe U ycTpoiicTBax camoo0cmykuBaHus banka (J1r00yio nudpoByo min OYKBEHHYIO
WH(POPMAIIHIO) TPETHHM JIMIIAM, B TOM YHCJIE TPEICTABISIOMMMCS paboTHIKamMu baHka.

1.4. Tlpu yrtpaTe mnaposii WMIM BPEMEHHOIO Napoiisi HEOOXOAMMO B CpPOYHOM TOpSIKE
CaMOCTOSITENTFHO OCYIIECTBUTH €ro W3MeHeHHe Wi o0patutbcs B KoHTakT-menTp banka B
COOTBETCTBHUHM ¢ MyHKTOM 1.8 HacTosmie [TamsaTku.

1.5. He mepenaBate tperbum Jmnam Kox u [MWMH-kom nnst CHATHS HaTWYHBIX JEHEXKHBIX
CPEICTB.

1.6. ITocne ¢popmupoBanust Koma ansi CHATHS HAJTMYHBIX JIEHEKHBIX CPEACTB C KapTOYHOTO
cueta uepe3 Oankomar banka Ilomp3oBaTenh HeceT OTBETCTBEHHOCTh 3a €ro0 COXPAHHOCTb.
VYceranosnennsiit [IMH-kox Ay CHATHS HATMYHBIX ACHEXKHBIX CPEJICTB HEOOXOJIMMO 3alIOMHUTh, TaK
KaK BOCCTAHOBMTH ero HeBo3MoxHO. Ko u [TMH-kox u1st CHATHS HaIMYHBIX JEHEXKHBIX CPEICTB HE
TOJDKEeH nepenaBatbes [lomp3oBaTeneM TpeThUM JIHIIAM.

[Tpu yrpare/mono3penun Ha komnpomeTanuio Koga n/mnm [TMH-xona 1i1st CHATHS HAJTMYHBIX
neHexxHbIX cpenctB Ilonp3oBarento HeoOXxoaumo ynanuth chopmupoBaHHb Koa B mpuiiokeHuun
«MoOwbHBIH OaHk» B pasaene «Mcropus» UM HEOOXOAMMO He3aMe UIMTENbHO HamnpaBUTh B baHk
COOTBETCTBYIOIIlEE yBeloMIIeHHe, oOpaTuBInch B KoHTakT-11eHTp banka.

1.7. Ucnionb3oBath CucteMy, PYKOBOJCTBYSACh HMHCTPYKUMSAMH baHka, pa3MelleHHBIMH Ha
odunmanpHOM caiite banka B cetn MHTepHeT 10 anpecy: Www.rshb.ru.

! Homep Tenedona, opopMIICHHBIN ONIEPaTOPOM CBSA3M HA NEPCOHANILHBIE JAHHBIE KIUEHTA, aHAJIOTHYHBIE TEM, KOTOPBIE
6buTn Iepenansl B bauk npu opopmiieHHH 6aHKOBCKOTO MPOAYKTa WIH YCIYTH.
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1.8. Oopamarbess B KonrtakT-nentp banka mo Homepam TtesiedponoB 8(800)200-6099
(3BoHOK mo Poccmiickoii Denepanum OecriaTHbliil) U +7(495)651-6099 kpyriaocyTouHo mno
CJIeIYyIOIIUM BONPOCAM, B CIydasix:

- yTpaThl maposist (Bp€MEHHOT0 MapoJisi) C BO3MOXKHOCTBIO €ro u3MeHeHus: B KoHntakr-mienTpe
banka ¢ mpoxoxaenueM Ayrentudukauuu IlompzoBarenss B KoHTakT-IieHTpe B YCTaHOBJIEHHOM
bankom mopsiake. B cinydae eciam Obuia ocymiecTBieHa OnokupoBka CHCTEMBI, TO 70 MOMEHTa
paz6nokupoBku Cucrtemsl B noapasaencHiun banka Hanpasinenue [lonp30BaTento BpeMEHHOTO Mapois
HeZoCTyMHO. Takke BO3MOXKHO M3MEHEHHUE Maposisi (BpEMEHHOTO MapoJisi) MpH OOpalleHuu B JT000e
noapaszaenenue banka;

- yTpartel JoruHa. B cinyudae yrpatel joruHa goctyn k Cucreme Onokupyercs B KoHTakT-
uentpe banka mo pacnopsbkenuto [lonb3oBarens. B ciayuae ecnu [lonb3oBarens 3a0bll JIOTHH, TO
uH(popMaNUsg O TEKYIIEeM JIOTHHE MOXeT ObITh mpenoctaBieHa Ilomb3oBarento B KoHTakT-mieHTpe
banka ¢ mpoxoxaenuem Ayrentudukauuu IlompzoBarenss B KoHTakT-lieHTpe B YCTaHOBIEHHOM
bankom mopsinke. Takke JOCTYNMHBI WHBIE CHOCOOBI MONy4YeHHs WH(OpManmuu O JIOTUHE, B
cootBeTcTBUM C¢ YcnoBusimu JIBO. Jlns m3menenus noruHa Ilonp3oBaTens MOXXeT 0OpaTHTHCS B
moboe noapaszaeneHue banka ans odopMieHHUs 3asBIICHUS HA U3MEHEHHs JIOTMHA. 3a M3MEHEHUE
JIOTMHA Ha OCHOBAHMHM MUChMEHHOTO 3asBieHus [lonbp3oBaTens, moganHoro B noapasnenenue banka,
B3UMAETCsl KOMHCCHS B COOTBETCTBUU ¢ Tapudamu.

1.9. B uensix oGecnieuenus 6€30MacHOCTH MOKYIOK o kaptam banka B cetu uTepHet, bank B
aBTOMATUYECKOM pEeXHME OCYIIECTBISIET MOAKIYEHHEe crocobda mnonydenus 3-D maposeit
nocpeacTBoM SMS-cooOrienuii Ha 3apeructpupoBannbliii Homep [lons3oBatens cucremsl «MHTEpHET-
0aHK» U «MOOHITBHBIN OaHK», SBIISIOMIETOCS JepKATeIIeM ISHCTBYIOIICH IIaTe:KHOM KapThl banka.

2. PexoMeHaauuM no nNpeaoTBPALIECHHI0 HECAHKIIMOHUPYEMOTI'0 JOCTYIA K 3alHIaeMoii
uHopManum, B TOM 4YHcJIe IPU yrpare (Imorepe, XuleHnu) yecrpoiicrea Kimenra, KOHTpo110
KOH(UIypauuu yCTPOCTBA, H CBOEBPEMEHHOMY 00HAPYKEHHIO BO31eHCTBHS BPeIOHOCHOTO

Ko/a

2.1. Meppl 1o  o0ecrmeyeHHIO  3allUTBl ~ OT  HECAHKLHOHUPOBAHHOTO  JIOCTYyMa
HEYIOJTHOMOYEHHBIX JHII K ycTpoHcTBY lloip3oBarens, ¢ KOTOPOTO OCYIIECTBIISETCS OCTYN K
cucreme «HTEepHET-0aHK» U «MOOUIBHBIN OaHK»

2.1.1. Xpanuth B cekpere HH(MOpMAIHIO, TMOJYYCHHYI0 OT baHka misi OCyIIecTBICHHS
Ayrentuduxanun Ilons3oBatens B JIBO: 7OruH, BpeMEHHBIH MapoJib, OJHOPA30BBIA Mapoib, KOJ
aKTUBAIlMU, a Takxke CHOpPMHpPOBaHHBIM W ucrnoyib3yembiid [lomp3oBarenem mapons u [IMH-xox x
reHeparopy mnapoJjei, nudpoBoii 00pa3 y30pa KOXU Ha Maible/unppoBoil 00pa3 OTCKaHUPOBAHHOTO
muna, 3-D mapos.

2.1.2. He ocymectBuare Bxoa B CucreMy B MecTax, rjae yciuyru MHTepHeTa SBISIOTCS
OOIIeIOCTYIHBIMHA, W/WIM C UCHOJIb30BaHUEM MYOJUYHBIX OECIpPOBOJHBIX CETEH, HampHuMep,
WutepHer-kade nnm obmecTBeHHbl TpaHcnopT. [Ipu ucnonszoBanuu CucTeMbl B BBIIIEYKa3aHHBIX
MeCTax He3aMeIUIMTEIbHO TPOW3BECTH CMEHY JIOTHHA/TIApOJsi TPH BO3HUKHOBEHHH IIEPBOU
BO3MOKHOCTH, HE MCIIOJIb3Ysl TyOIMYHbIe O€CIIPOBOIHBIE CETH.

2.1.3. 3axonuth B cucremy «MHTepHET-0aHK» TONBKO ¢ oduiansHOro caiita banka B ceTu
Wurteprer mo aapecy: http://www.rshb.ru m npu nepexone mo cceuike https://online.rshb.ru (ampec
CTpPaHMIIBI JIOJHKEH COBIAIATH OTHOCTBIO, KaX/IbIH 3HAK).

2.1.4. Tlpu ocymiecTBieHNH BXofa B cuctemy «lMHTepHeT-0aHK» yOeauTbcs B O€30MacCHOCTH
COEIMHEHU S, BKITIOYAsl HATMYME CUMBOJIA 3aMKa B aJIpECHOM cTpoke Opaysepa.

2.1.5. Jlns wucnonb3oBaHus cuctembl «MOOWIBHBIA OaHK» OCYIIECTBISATh CKauMBaHUE WU
YCTaHOBKY TPUJIOKEHHUS TOJBKO MPH TIEPEXO0Jie 1O CChUIKaM C oduIHaibHOTO caiita banka B cetn
Wureprer mo agpecy: https://online.rshb.ru nnm yepes opunmansupie Marazunsl npuinoxxennit (Google
Play https://play.google.com , Apple AppStore https://appstore.com).

2.1.6. YcranaBnuBarh cuctreMy «MoOUIIBHBIN OaHK» ¢ BCTPOCHHBIM T'€HEPATOPOM MapoJieH, B
TOM YHCIE C aKTHBHUPOBAHHOW (YHKIMEW BXOJa TO OTIEYATKY IMaiblla/CKAHUPOBAHUIO JIUIIA,
UCKJIIOUYUTEIbHO Ha MOOHJIBHBIE YCTPOICTBA, HaXoJsAIIMECs B HWHIMBUAYAJIBHOM IOJIb30BaHHH,
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3alMIaTh [aposieM JOCTYH K TakoMy MOOMJIBHOMY YCTPOMCTBY, HE IepelaBaTb MOOMIIbHOE
YCTPOMCTBO TPETHUM JIMLIAM JJI1 BDEMEHHOI'O UCIIOJIb30BaHUS.

2.1.7. Jlnd ocymiecTBieHus Bxoa B cucteMy «MHTepHET-0aHK» pEKOMEHyeTCsl MCII0JIb30BaTh
BUPTYaJIbHYIO KJIIABUATYPY.

2.1.8. IIpu kaxnom Bxoae B Cuctemy NpoBepsITh Ha COOTBETCTBUE ATy U BpPeMs IOCIEIHETO
Bxoja. Ecnu nara m BpeMsl MOCIIEIHET0 BXOJAa HE COOTBETCTBYIOT, TO HEOOXOJUMO IPOBEPUTH, HE
IIPOM3BEACHBl JIM HECAaHKLHOHUPOBAHHbIE CIIMCAHMs CO CYeTa TPETbUMHU JIMLAMH, a TaKKe
HE3aMeUINTEIbHO U3MEHUTD JIOTHH U NapOJib.

2.1.9. He ocraBnats 6e3 npucMorpa CucteMy B aKTUBHOM COCTOSIHMM, HE OCYIIECTBUB BBIXOJ
n3 Cucrembl cnenuaabHON KHONMKON «Bpixom». B ciyuae 6e3neiictBus Ilonb3oBatens B Teuenue 15
MHUHYT, B Leidx Oe3omacHOCTH baHK aBTOMAaTM4YECKH 3aBEpIIMT CEaHC HCMOJIb30BaHUS CHCTEMBI.
[Tonp30Bateno HEOOXOAMMO 3aHOBO Mpon3BecTH Ayrentudukanuio [Tons3oBatens B J15O.

2.1.10. B nensax 6e3onacHocTH B cucteMe «MHTEpHET-0aHK» PEKOMEHIYETCSI U3MEHSTh JIOTHH
Ha JM000# NIpyroil, yAoOHBIN A 3allOMUHAHMA, C PETYISPHOCTHIO M3MEHEHHs He pexxe | pasza B
kBapTan. Takxke, mocie Bo300HOBIeHMs AocTyna k Cucreme 1o NpUYUHE paHee MPOU3BEIECHHOMN
OJIOKMPOBKH, TpPH TEpBOM BXoie B cucremy «MHTepHET-0aHK» PEKOMEHAYETCS IPOU3BECTH
W3MEHEHHE JIOTHHA.

2.1.11. Hu npu kakux 0OCTOSTENbCTBAX HE CJIENYyET OTBEYATh HA MOJO3PUTEIbHBIE 3BOHKH,
JIEKTPOHHBIE MUCbMa, COOOIIEHUSI B MECCEHKEPax MM COLHUAIBHBIX ceTssX U SMS-cooOmenus, B
TOM YHCJIE IEPEXOJUTh MO yKa3aHHBIM B HUX CCBLIKaM, M MHUCbMa U3 COLUAIBbHBIX CETEH, B KOTOPBIX
3arpalmnBaeTcs KoHpUIeHIMaabHas nHpopManus (JIOTuH, aposib, 0OJHOPAa30BbIi naposs, 3-D naposs
U T.I. MHQOpPMAIUIO), B TOM dmcie OT paboTHHKOB banka. baHk HHKorma He oOpamaercs K
[Tonp3oBarensiM ¢ nogoOHBIMU npockbamu. O dakre mogo0HOro oOpalleHus cieayeT HeMEIJIEHHO
cooOmmTh B baHk.

[Tpu nosmyyeHnn nuceM/coo0IeHUH 1axke OT U3BECTHBIX JIUL — HE EPEXOAUTH 10 BJIOKEHHBIM
CCBLJIKaM, HE aKTHUBUPOBATh KAKUE-IMOO 3JIEMEHTHhI cOOOLIeHUM 0e3 MpeaBapUTENbHOIO MOJy4YEHUs
MOJTBEPXKACHUS OT OTIPABUTENS] KOPPEKTHOCTH CCBUIKHM/3JIEMEHTA [0 aJbTEPHATUBHOMY KaHAIy
ces3u. Hampumep, mosrydeHa ccblika MM BUAEO B cooOiieHnn meccenmpkepa WhatSApp u B ycTHO#M
¢dopme 0e3 HCIOIIB30BaHUSI MECCEHJDKepa IOJIyYeHO HOATBEpXKIEHHE, YTO OTIPAaBIILIOCh MMEHHO
TaKasl CChUIKa UM BUJe0. JJoOaBneHNe BPpETOHOCHBIX CCHUIOK MJIM O0OBEKTOB MOTJIM MPOU3O0MTH HE IO
BOJIE OTIIPABUTEIISL.

2.2. Mepsl mo o0ecTiedeHno 3amuThl ycrpolicTBa KimeHTa OT BO3MEHCTBHSI BPEIOHOCHBIX
porpamMm

2.2.1. He pexoMmeHIyeTcsi  yCTaHAaBIWBaTh  IPHIOKCHHUS/OOHOBIEHUS  0E30MMacHOCTH,
npuinemue B SMS-coo01eHusX/>IeKTPOHHOM 1MouTe, B TOM YHclie SKOObI 0T nMeHU baHka.

2.2.2. Ha ycTpoHCTBO, B TOM 4YHCIIe MOOWJIBHOE, YCTAHABIHMBATH TOJIBKO JIMIIEH3MOHHOE
nporpamMmHoe obecrieuenue (nanee — I10), peryisipHo U cBOeBpeMEHHO OOHOBIIsIEMOE; Ha YCTPOMCTBO
He J0JDKHO ycTaHaBnuBatbes 110, moyueHHOE U3 COMHUTENIbHBIX HCTOYHUKOB (HalpuMep, CKauaHHOE
¢ (¢ailnooOMEHHUKOB WM TOppeHTOB). CBOEBpeMEeHHO OOHOBiIsgeMoe aHTHUBHpycHoe [IO momkHO
paboTaTh B aBTOMAaTUYECKOM PEKUME; HE PEXKE OJHOTO pa3a B HEAEIIO JOJKHO MTPOBOAUTHCS MOJTHOE
aHTHBHUPYCHOE CKaHUPOBAHHE YCTPOMCTBA; B cilydae OOHApY>KEHUS MO03pUTEIbHbIE (ailsIbl JOIKHBI
OBITh yJaJIeHbl, @ IPU HEBO3MOXHOCTHU yJaJeHHs] — 3a0JI0KupoBaHbl; aHTHUBUpYcHOE [1O He momxHO
OTKJIIOYAThCS HHU MPH KakuX OOCTOATENBCTBAX; PEKOMEHAYETCS YCTaHOBHTH IO YMOJIYAHHIO
MaKCHUMaJIbHBIH YPOBEHb MOJUTHK O€30MacHOCTH, T.€. HE TPeOYIOLIUI OTBETOB IMOJIb30BATENS IPH
0oOHapy>KEHUH BUPYCOB.

2.2.3.Ha ycrpoiictBO, B TOM 4mciae MOOWIBHOE, HE JIOIYCKAeTCs YCTaHOBKa
cneuuanuzuposantoro 110 g ynaneHHoro aiMuHUCTpUpoBaHus (Hanpumep, Radmin, TeamViewer
U 1p.).

2.2.4. Ha ycranoBneHHoe Ha yctpoiictBe [IO HeoOXOIMMO CBOEBPEMEHHO YyCTaHABIIMBAThH
0OHOBJIEHUS 6€30MAaCHOCTH OTEPAIMOHHON CHCTEMBI YCTPOMCTBA, a TAKKE OOHOBJICHHS O€30MaCHOCTH
npukiaanoro [1O (kenaTenbHO B aBTOMAaTHUECKOM PEXHME).

2.2.5. HeoOxoauMo yaensaTh BHHMaHHE paCIIMpPEHHsIM TMoiydaeMbix (haimoB. Daitner,
3apakeHHbIE BPEIOHOCHOM MPOrpaMMOM, YacTO MAacKHPYIOTCA MOJl OOBIYHBbIE Tpaduueckue, ayauo,
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Buzeo daitnsl win daitasl npunokenuit MS Office u Adobe Reader (¢ pacmupenuem .pdf), a Taxxke
apX¥BBI, COJEpXKallie BBIIIETIepeUnciieHHble (ailnbl. Pexxum oToOpakeHus pacuipeHus ¢aitnos
JI0JKEH OBbITh BKJIFOUEH NMOCTOSHHO. He pexoMeHIyeTcs: OTKPbhIBaTh BIIOKEHHS JIEKTPOHHBIX IHCEM,
MOJTyYEHHBIX OT HEM3BECTHBIX BaM ajpecaroB. Takue MucbMa JIydlle HEMEIUIEHHO YIAIHUTh, KaKk U
Jt00BIE TI0JI03PUTEIBHBIE COOOIIICHUS.

2.2.6. Ilpu ucnonb3oBaHuM Opay3epa HE MEPEXOTUTh MO CChUIKE M HE HAKUMATh KHOIMKH BO
BCIUIBIBAIOIIMX OKHaX. IIpy monydeHuH CChUIOK IO 3JEKTPOHHOM MOYTE WIM B MECCEHIKEepax
PEKOMEHAYeTCS CKONMPOBATh CCBUIKY, BCTaBHTh B aAPECHYIO CTPOKY HCIIOJIb3yeMoro Opaysepa u
yOeauThes, UTO aipec COOTBETCTBYET HHTEPECYIOLIEMY 3aIlIpocCy.

2.2.7. Pekomennyercss wu30erarb CaiTOB, KOTOphIE MOTYT MMETh HE3aKOHHOE W/WJIH
BpEJIOHOCHOE cojiepxkaHue. He cienyer ycTaHaBinuBaTh W/WIM COXpaHATh Oe€3 NpeaABapUTEIbHOMN
AHTUBHUPYCHOM MpPOBEPKH (ailyipl, MONyYCHHbIE M3 HEHAIS)KHBIX HCTOYHHUKOB: CKaYaHHBIE C
HEU3BECTHBIX Web-CaliToB, NMpHUCIaHHbIE MO 3JIEKTPOHHOM IOYTE WIM IOJyYEHHbIE M3 UHBIX paHee
HEM3BECTHBIX MOJIH30BATEIIO HCTOYHHUKOB.

2.2.8. PexoMeHayeTcs perysipHO BBIIOJIHATH PE3E€PBHOE KOIMPOBAaHHE BaXXHOM MH(OpMaiu,
a TAK)K€ UMETb CUCTEMHBIN 3arpy304HBbIN IUCK Ha CIIy4ai IOJ03PEHUS Ha 3apaKCHUE KOMIIBIOTEPA.

2.3. CrienyasibHBIe PEKOMEHJIAIUKM TI0 O0ecreueHrn0 MH(OPMAIMOHHOW O€30MMacHOCTH TMpH
MOJIb30BaHNUU TPUIIOKEHUSIMHI Ha MOOMIIBHBIX ycTpoiicTBax [lonp3oBarens

2.3.1. Kareropuuecku He pexomenayercs coxpanats IIMH-kox k reneparopy mnaposieit u
MIOCTOSIHHBIHM MapoJib Ha MOOMIIBHOE YCTPOMCTBO, HA KOTOPBIX 3aITyCKAaeTCsi MOOMIIBHOE MPUIIOKECHHE
CucteMmsl, IpUMEHseMOoe JUIsl COBEpIIEHUS (PMHAHCOBBIX ONEpalUi.

2.3.2. He pexomennayercs coxpansats [IMH-kox k reneparopy naposeid ¥ moCTOSTHHBIN apoJib
B TEKCTOBBIX (pailylax Ha KOMIbIOTEpax JIMOO0 Ha JPYTUX IEKTPOHHBIX HOCUTEINIAX UH(OPMALIHH.

2.3.3. Ilpu monmy4yeHMHM BpEMEHHBIX I1apOJICH/OAHOPA30OBBIX IMapojei mocpencTBoM SMS-
cooOuieHnit oOpamiaTh BHHMaHHE Ha OTHpaBuUTeNs. baHk oTnpaBiseT COOOLIEHHS TOJIBKO OT
abonenroB RSHB.

2.3.4. PexoMeH1yeTCsl CBOEBPEMEHHO YCTAHABIMBATh JOCTYIIHbIC OOHOBJICHUS OINEPALMOHHON
CUCTEMBI U MPUIIOKEHUM Ha MOOMIIBHOE YCTPOUCTBO.

2.3.5. Pexomenayercs 3aBepiuaTh padOTy ¢ MOOWJIBHBIM IMPHIOKEHHEM 4Yepe3 3aBepIleHUE
CECCUU C UCIOJIb30BAaHUEM CIIELUATIbHON KHONIKU «BBIXO1».

2.3.6. B cnmyuae BHe3amHoro npuoctaHoBieHHs paboTel SIM-kapThl 1uis HOMepa TenedoHa,
KOTOPBIN SIBJISIETCSl 3apETUCTPUPOBAHHBIM HOMEpPOM JijIsl HampaBiieHHs: bankom SMS-coobmenwmid,
He3aMeUTUTENbHO O0paTUThCA K ONepaTopy MOOMIIBHOW CBS3M JUIS BBISICHEHUS NPUYMH OJIOKUPOBKHU
(BOBMOXKHO HE3aKOHHOE W3TOTOBJICHWE TPEeThbUMH Jmiamu jayonukata SIM-xapter). B cimydae
HE00XO0AMMOCTH OCYIIeCTBUTH OJ0KUpOBKY CucteMbl, oOpatuBinck B Konrakr-nieHTp banka.

2.3.7. Ilpm yrpate MOOWMIBHOTO YCTPOWCTBAa, Ha KOTOPOE YCTAHOBIECHO MOOMIBHOE
NPUIIOKEHHE, CIIelyeT He3aMeJUIMTENbHO OOpaTUThCA K CBOEMY OIEpaTopy COTOBOW CBSI3U IS
omokupoBkr SIM-KkapTbl, 3a0J0KUpOBaTh JOCTYI B MOOWIbHOE MPUIOKEHUE TMpPU I[OMOIIU
cneunanuctoB  banka, a Takke oOpatuThcst B baHK s BBIABIGHHS — BO3MOXKHBIX
HECAHKIIMOHUPOBAHHBIX OTICPAITHIA.

2.3.8. Ilpu cmeHe Homepa TenedoHa HEOOXOAUMO HE3aMEUIUTENIBHO COOOIIUTH 00 3TOM B
bank.

2.3.9. PexkoMeHayercs peryisipHO KOHTPOJUPOBATb COCTOSHUE CBOMX CUETOB H
He3aMeUTHTEIBHO COO0IaTh COTpyTHIKAaM baHka 0 HECAaHKITMOHMPOBAHHBIX OTEPAIUSX.

2.4. TpeboBaHUs, PEeIbSBIIIEMbIE K TAPOIIAM [T 0OecrieueH s 3aluThl HHpopMaIu

2.4.1. TpeboBanus Kk HOPMUPOBAHHIO TTAPOJIS:

- Tapojb JIOJKEH COJIepKaTh He MEHee 8 CHMBOJIOB;

- Tapoib JOJDKEH COJepXKaTh KaK MUHUMYM IO OJHOMY CHMBONY W3 OYKB HIDKHETO H
BEPXHETO PerucTpa, Lupbl U 3HaAKU MPENUHAHUS;

- B KayecTBE MapoJisi He CIEAyeT UCIONb30BaTh UM, (PaMHUIINIO, IEHb POXKICHHS M JPYTHe
NaMsTHbIE JaTbl, HOMEp TenedoHa, aBTOMOOWIS, AEBUYBbIO (aMUIUI0 MaTepu U JApPYyrue TaHHBIE,
KOTOpBIE MOTYT OBITh MOJOOpaHBI HEYMOJTHOMOYCHHBIMH JIMIIAMH ITyTeM aHaIW3a WHPOPMALUU O
MI0JIb30BATeEIIE;
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- B KauecTBE MapoJisi HE JOJKEH MCIONb30BAThCS OJUH U TOT K€ MOBTOPSIOMIMICS CUMBOI
1100 KOMOHMHAITUS U3 HECKOJIBKUX PSIOM CTOSIIIUX CUMBOJIOB;

- HE PeKOMEHJYEeTCS CTaBUTh OJMH U TOT € MMapoiib JAJIsl JOCTYIAa K Pa3IMYHbIM CUCTEMAM;

2.4.2. TpeboBaHUS K XpaHEHHUIO MAPOJISL:

- HE PEeKOMEH/yeTCs 3alMChIBaTh NapoJid Ha OyMa)KHBIX HOCUTEJSIX MU B TEKCTOBBIX (hailinax
Ha paboyeM MecTe, OCTaBIATh MX B JIETKOJOCTYITHBIX MECTaxX, IepenaBaTh HEYNOJIHOMOYEHHBIM
TUIam;

- HE PEeKOMEHJIYeTCsl COXPaHATh MapoJib OT AOCTyNa K cucteme «VMHTepHeT-0aHK» B Opaysepe.

2.4.3. IIpoune TpeOOBaHUS:

- IpH OCYUIECTBJIEHUU IEPBOro Bxoaa B CHCTeMy U3MEHUTh BPEMEHHBIN NapoJib HA MapoJib,
KOTOPBI CMOXKETe 3allIOMHUTh. PekoMeH1yeTcs U3MEHATh NapoJjb He pexke | pa3a B Mecsll;

- Tapojb B 00SA3aTENIbHOM MOPSAKE IMOMJICKUT W3MEHEHHIO B TOM Cllydae, €CIIM OH CTall
W3BECTEH MOCTOPOHHEMY JIMIY WM Yy TOJb30BaTeNsl €CTh MOJO3PEHHsI, YTO Mapojb CTall W3BECTEH
IIOCTOPOHHEMY JIMILY.

3. HeiictBus Iosib30BaTesisi Ipyu KOMIIPOMETAMH

3.1. Ilpm mnomo3peHNH Ha KOMIIPOMETAIMIO (BOHMKHOBEHHE IIOJIO3PEHUII Ha YTEUKy
nH(pOpMaLIUN) UK yTpaTe:

- JIOTHHa;

- mapous (B T.4. BpeMEHHOT0 apoJis);

- OJIHOPAa30BOI0 HapoJis;

- 3-D napomns;

- [IMH-xoxa k reHepaTopy napoJieu;

- uudpoBoro obpaza orckaHupoBaHHOTro nuiia [loap30BaTens, XpaHAIIerocs B 3alIUIIEHHOM
XpaHwInile MoomIbHOTO ycTporcTBa [lomp3oBarerns;

- uudpoBoro odbpasa y3opa Koxu Ha naiublie [loap3oBaTens, XpaHAILIErocs B 3alIUIIIEHHOM
XPaHWINIIE MOOMIIBHOTO YCTPOMCTBA;

- KOJa aKTHBAallWH,

- KoJa MOATBEPXKACHUS,

a Takke B cilydyae oOHapyxkeHHs (akra coBepuieHMs B Cucteme omepanuu 0e3 corjacus
[Tonb3oBarens, HO He MO3JHEE IHSA, CIEAYIOIIEro 3a JHEM IoJiyueHus oT baHka yBenomileHUs O
COBEpLIEHUM Takoi omnepaiuu, Ilonb3oBaTento HEOOXOIUMO He3aMeUIMTENIbHO HamnpaBUTh B baHk
COOTBETCTBYIOIIIEE yBeaoMieHue, oOpatuBmuch B KontakT-nentp banka wumm B mro0oe
nojpasnenenue banka, a Takke He3aMeATUTENFHO IPOM3BECTH 3aMEHY JIOTHHA U apoJIs.

3.2.  Ilpm nmomyuenun wHpopmanuu oT [lonp3oBarens O HACTYIUICHHH JFOOOTO COOBITHSA,
ykazaHHoro B myHkTe 3.1 Hactosmedt Ilamsatku, bank HezaMemmUTEIbHO MPOU3BOAUT OIOKUPOBKY
Cucremsl 1 uapopmupyert Iloap3oBaTesns 0 JaHHOM COOBITHH.

3.3.  Jlnsa pa3bmokupoBku goctyna k Cucrteme, B ciaydae, ecinu O6gokupoBka CucteMsl Obuia
npousBeneHa no ununuaruBe llomb3oBatens, [lonp3oBarento HEOOXOAMMO OOpaTUTHCS B JFOOOE
nojpasnenenue baHka ¢ JOKYMEHTOM, YJOCTOBEPSIOIIMM JIMYHOCTb, JJs IMOJA4M 3asBJICHUS Ha
noakoueHue. [Ipu pazdmokupoBke Cuctembl baHKOM MPETOCTaBISIOTCS MPEKHUN JIOTUH U HOBBIN
BPEMEHHBIN TapOJIb.



